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Laboratory Syllabi of Computer Security for an
' IT Moral Education
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Abstract

What should be the nature of moral education in information technology (IT)? In this
paper, we discuss it from the view point of the philosophy of social morals. It is shown
that the scientific comprehension of IT constitutes the fundamentals. Then, the reason
why a laboratory session for IT education might be required is discussed. Finally, the
laboratory syllabi of computer security education at the Department of Informatics is

explained as it is a unique precedent among J apanese colleges.

YU BERFERAERER
T BEERFRATERER



60 BT AFR AR FREE [l ®2ls 200442104

1. FLBIC

K22 B A EHETCRASBEIA TN A5 b, XXHEGECRRFE) 0 FEIFE
TSI E N, 00MEEUBIESERE RN EE T 2R, BE TER) 2EFE
CUTHET 22 Eictotz, LichioT, 2006MEBLMOKFEHALR, b 3EREOWHERHA
BASTWA EBELTE., ZOXHEBRITL T ESEFOMHE " 1TXB L,
B hEMETHE, BHRESAKENEETHS EEPIh TS, RENEI Y Ea—2
FUREROBBIZONTIET Y E 2 — VO EMERITERE 5 & LT, REOCRFE P
LIEREROZI T, BREBEE U THAEZKZBZRETHAH . BERFERETHRFRIC
BOTHMERIE THAY 7 by 2 7EE 1, 0 %, FEMOABRLKEY LTS BN, S,
WhWwB ITEINEEEEREF LV T A BB ODWTEETS.

2. ITESIVEELIZ

IT £330 &1, RERBREMEAVETHROEI VM 209, bbsA, HREMICH
bZEMAZOET VD ZHSMIcEETH S, I TREROMROPILERE KIS
HEOEIVARE LT, FEPERELRIIERTLIEINHEEEELELS.

21 ESIHBEOERSE

ESNENAEBEHERZETHS. 2 LT, BEALRTOEMERIIATFHOZEX 28
ATOBHIAEBTNETH S, ZOHEABER, BFEAOFBSELIEHETHLLLI b
DTH3. WAL, Bre—A—AR, MAOEENKLHEOFBERMLLIICERTHSC
Lk, AvRiEE S, AFHoERER, SEEEZNE, BEHICHT 28RIMES
A4 AN

BEMEMETCELT, EFBRRROLS IBRTWS P [H3ITRAMBELOAIEL (D
D, HEVRBEYETATHEZOABYTH SR, HLo5nBThEbProRNEDTHS.]
ZIT, MYIXIE, ZTOFAICLAMANOREEEZZH ETHIT A LKA, €O
FHEBEKIZA A=V TEZRIEAA -V VBRI H 5 2 EICHERT ILENDH .
ERI, AV —%y MTTZ7EALTOWAHAICE, HRABKOaI x-SRy PT—7
KEELLaAVE2— Y EFHLTWE0T, HOOMANEEELEZ 2WREO S 5T
BRI A A=V TEBHICE, a2V Ea—FRRICBT 2 REBMNLHITE 5.

F7z, FEE, NEBRPPEROBREBE TR, [MMAZ2LLORBERL] EWHRFA
LVOBBRHOBBEI EEBN, [BFRMVES2HEE] L) BRAOFERE I VHER
LWCEERELTNS, ZOSER MABRTOROHTHZOTVLEEG] L)l
THO Y, BHESVEKFORSEENALS. &5, EF0ERILLs L, TWDY3S



ITESAEBEEREF 2V 74 KT 61

ZTORERITTEE, BoRSBERY, WAL, BEFRILTZOMmEEEIZY. ] 2%,
TEZTHA2IEMIBOI L] BFEENSIZETHY, BT GEREEE2LD) 1 [
THEZCNEREZEATEDS] O0TH3. ZhoDEEL, EhoFiebizk{Ebh
7o, [ BTALI SEBBTLE L] LI EEL, 2K FA—0BETH 3 I EMEKRED,

22 IT&EESH

IT &iZ Information Technology OMETdH 50 5, EHRTHITEHRERE VI &2k B
23, TR R BRI ER BN, BRI, TSN, MR, 72 & 0Bk
ThA.

AK&ioE» o, BHBEHENORE L, LZEHMO, WRKEIK & ERNHE 2SR 3
CETH-™, g1bL, EOFHICXZLENRERRIIL, BB FBREFDEOE
VD, BeARHA - VUHNOHKHELDOIKRONEZDOTHD, ZORRAETMT 2 Hifibss
FXFRIKRSNTERENZS 0,

KB, XFICX 2 EREBOBERIIE . 20%, 1581 - T, FIRIMAER L, B
KRB UCORBBINIC/Z - 72, F, 19HHEDIRRICIE, BEHEPLLI—F B« 5 VA
TULE s EFAREBTEMZRALUICRELES, ELERLTHAS,

ZORR, REIZE T, EICBRESVOBERNSEHINS L5101 - Wiz,
BERREEENE I Ea— s HMEIEALE, 15 —%y FOERNDSZ. Tbb,
BEORFBEHEICE - T, ZEZOYHELMABENEETES, ZEHL S FHTRRE TORE
WRAEBHARRIZE > TETVEDTH B, ki, BEOZEZHILE-TL, REZOWHNYT
MENAHTH DD, REHALSIL OB Ny —IAMBL - Txk. flLiE, BETEL
LT BTN, N5 bEZEREL 7o — e BOESBEL AN TNEDTHN
3, BELOBHEBFTVH-TE, TOANZOBETEZOEICVWAOBEBIZAMHBRT
B2, BAERIKWR EEERAUBFICIATIVT BT T, £0F FEAELOBBETC
EREINDEDOTHS. BT A—NEZBLLERICE, ZOREHD ID PREVF A N IES
TE5N, EBIEBEIDPORBLTOLADREHTER LI EBB 1, Wb s,
WebMail ZFIH L TWBBAITIE, Web 4 — OB HIEM)ZALE &, Web 27 7 £ X
U T2 FHE O #RIEmROYHE BN L ALE & ORI, 26 Lk Maill o~y 518
R TRHHTERNDOTHSE. WWW &I, FEESHROZEZL+ZTHRLT, 3>
TYVELIRLUBGNER SN, Z2LT, WWW L oB A BROEEEREREL &0 &
DICFHI T B E, REFMEZ T EROEMS PHBOES ITHED > TL 3.,

wil, RN S XOCERBHRERRTEX 3 BEFRORHICL D, K1 3BEOHT
WHTHEIPIZAGERTELLRYDDH 3. bbAA, FEWHERSL IR, BETE
1 AEBITH T B EL MR TE LD b MRTH B,



62 MRS EREREE (Rl #2155 20044£10H

23 ITH%HE

BHEEICOWT, PEOEEFA Y ALY, 22T, BWHSATH301 [ME
HORENEMR | TH5, T, HROBRETHSIVE—FE2EMEEILLE, 2O
FNEREHETICR, EOXIBEENUETHA DD,

AV 2 —FEBELTT— A ANT A EZITROMBNLEBDLNE Y —Vid, F—F—
FTHb, Z20F—K— FEBOHENEMLIZILOLINEDTHAH5M. bbAHA, F—
F— FOF—HABRTA I &, EBICIAE L FEMEMEEE2 &SR CH
BRETEEVEZ LS. BRETESCERLTVWS, WbWY3s QWERTY 514, [ARILE
B TS| EVIBEBHRHEBHL TS Web 1 b3H B0, £ K5 IEA@EY]
EICR LT, FAEAEPEENICEBALRIETE S LI BHEEMRTTHAS. £LT,
ABLM o %% S hiz Dvorak RAIBBEER LZLOR, FROF—EIIREDOLS IR
(T BEAIDEN > RBEBES CEMTFETHS M, Z0dicid, EBICayEa—
FOF—K— N T, ¥y FIAEVTHBREOFEFERBEBRE I EMVFEMNTHS. &
D& i F—EHIOBRE B F 2 7L AR ERSEDE, F— by TOLMEZER
SRR AR EOEBNODICHMTHI I NS THRTES1EAS.

—F, AVE 2 — T EH-TXEERER LY, BHREY I T TT—5&G%EL, 7
VBV F—vavXBY 7 My 2T LR EOFHME Y E 2 — Y BER, SREER
OFE MEH] ofgicl - THEBERIHNTH S, RENTEEFLLERCEBL TS —
EO/NERDPRER TR, [HRANEEE | PHFARBOFEFRICIDIIBY T+ Y =T
EERALEIVE -y EFERBALT, At boBKREF EMFITLS ™, UL, 3
VEa—FEBMELIOALA VI —F%y MIT 7R AT B LHEKIL, FEENS S LS
B BENE, OIS AFREGTRERLDOHERERRIE2 I LIINEICT5ITE
AY4AY

SE VAV TOEBEERNCE T A EREBORRELET 51013, EBCHRELE TR
ANTVEIBELEBEZITTRETHEY, £LFH, ZLOBRKRIKBT 22O MEAZHIT
BEOBMENZSE., ERVWE, TOEPHERIISGREDER U EEREIIR->THEDT
Hy, ZORFEZ, 2hoFENFORMA 2T 2 DICRERELESERRLL
A5B.

3. AVEL—SHFLEEHKE

SR BT, B AT O—F BRI E 1 - T B, T OHEITREHP
S b, BoETI, EFAEER VI vaEh, FATHE LKL, UL, &
STHAR NI 5 BUATABREZRTS D, BEOB Le~D DB, FELBO
FERICECIEDH 5 DT T,



ITESVEELEREF LY 74 FH 63

EH TER] OREEFECOHAEIN TN BE0TH S, I 02— E2HOLEELED
HEESEHIOTOS V. B, BRACTIREOENULEFEB IS THILICE-T
By, FRBBLVHERCTH 300 1 U LOBMLEBRBET I sk ohT 3,

BWMENIZT 2 -7, BEES 1 TOREIR T TOREICIEGRL KRGS 5. 7-& 21T,

MOBSEHETREE, EOLIXTHREBNEAS» ™9, AHICB TR AYR
BETH2 I bMlbST, EEPKELEOEFICBNT, KMGHET, KB EFA
EE-7D LT, ZOHEREWEMBAL TS, TR THERPEEOHBAEDL & XBZ T,
TLA, RBICHEBAEMOBRERRT ZBANHNIE, Z2TH OhfEL bR ERHE
BTEX20TREBOESI M. £, REMEREORY S EHETEHARES 55 b
CoHEd, HETOHUMIY, KBCHMEEHELLEEP, HATHLS (B8] Hinl
Bofcl&il, HIHTEETES ™ LlbNB. T, HEOEF2 VT4 (ReH) o
WTHES DS, BFICEE BRI - 1B, PO OBRBERARKTE 5755,
RREF2UT 41220 Th, REBUTHBZEEZTINS, EBE, avE.—sv 40
ADWEILH -1, V/F VYT M2 T7TOHERAINERTEXZL, T4 T7—25—)b
ICF o7 LAN B OER S 1285 S &iztg 3 7,

3.1 BEMNEBOKRS Vb

B HEEFRICBE N TS, ThBD TOBERHDTORBRTHIIIE, E0 kS I1H
WidniZXOn@Sd, FERS ZERBL. UL, 20WRICH 2B 0 EHA & ORI
HES o, BYSHATES L5 I1Th 5, —ilin, ERKEZOTREL, REW
TEYISEEPHE (measure) 252, WRELBYWELEBOBELZOBELEB TS
BETNEMBETAIENEETHS. LhL, BrBEBROBRBICHES LATERELEFIVE
EHICRRT 2 OREZHTRAL. ROTHMZEF LV SHD, DL, &BHOEFIL
ELRLTOLK ZET, HROEBLRLICHEN TN DTH 3.

VI MY 2T TEDOEER/NNS YA L (paradigm) & LT, HYILA MU v 7 2 (metrics)
DA & T TNV OBREIIFERIL (step-wise refinement) 3% 0, ZOMMETEE, T2 E 02—
IMFEEFETE5ATOEED—STH 3.

32 AVEL—YDEBYE

FEREDOHNWEBRLRBOREOHMB LT 5 &0 S BEANKZ L, HLEDOERTIIEL,
FEENTHRERRL, XoB3EFOEEARIONHANER 3.
BEEECHEESFORETIE, ZAASPHSOGEDREREA M- T, BT 25
BEOBB/MHBICE . UL, HEOHEBLHEEOER, HaMoWEL &3, 22 TFb
N5RRZ BEEOISHEZRPNCERT 32 L0k - T, FENHRNIZET 2 ED 3817
55 EHMIBFSNh TN



64 MR FRAERETEE [ERR] #8215 20044£10H

FREC, OV Ea— R0 EicsnTil, BRNEEREFETS0EMTLT, Ml
BaAVvEa— Sy EERERTIER, LTOEERTHS. —H, e ez Ln
Y7 Y 2 7OERIEEET S EEKICE, 2 - RFOEHEIRTAIHRBELA
S, B US, RRESHEOHICHS LW BIRT, aVEa— ¥ T LEE
BT BT 1B AR, |

AVEL—FOFNHELT, 4 F—%y bEfi- WVW BREPES A — VORI,
BHITE ST, BEEFEAACTHICERREATHE I EBE B> TE, FELLN
[ aVTHEA—NPRy PNTEBARS | LVIBEERSTOR, FEHIFATRE
L, &h, V—¥7Y v P Ik BHRBIEAI WT TaE—75] &XRBTHH2ENS
wm%%%f&%.:nem,%ﬁ@:yﬁ;lyzzb?ﬂ&f%?@?%%ﬁﬁ%uﬁo
TVWBERTHAS. ZOLS BEMTERBREXZSMRNNEREFEETLILE, 4
BETETRETLITHAD, BIERIIOOTHRENEBEBLED B DITBEATHS. L
L, bEDLEV—F 7Y V7 OFENHERET 3EEPLEITLE DT TRE,

7, AV —FOIBAELT, V- R7oty 2 AWCERBOBEEITH &b, XKit
By 7MY 2 TARAOCTHMAZ T -y EHNTEXZ01, FANETHERNTHS. Lrl,
ThoDBEEOMAER, ERIZMZEY 7MY T7EBRELTANE, Z0BBERZELT
BHEMEEHCE SO TNE I EDRELICHERTES60THD, bEDIRFOZHTEE
BELTZNEREL., bBAA, ChoDY T MY 2 TICHRT S EEKE, RVEBFOD
Gy uNVIESRL ORREFETHBOCHATH SO EAKIC, IV Ea—FEEHT
BEEED FTIRAEERHTHS. LHL, VeIt THRESEEICELIEEE
BP0 ENEERTH B P, RVETOBBILL > TXREOHEENREIITES
CLLEBOYBEMERFRTHHIE, BULIEFTERL. UL, HRCr2DIH
R EMAEED S LT, TR oty BPRIEY T MY 2 TOFEBRBLEIZLEO I DI
TR, '

4, BHREELIUFTF4EHF

BB TEBICERAISATOAEBE Y ho, HHltdr) 74 KT sHEHZRBLLE
FTHBE, TROEBOTHS, 2T, ELREEHNIZHES 5 A0ZVEFR [1HKRA
D — R %N T 5.

1. BROBEMEEZSL 1 7F<, RTAHHE, Web R—VOUE

2. A—NVBEOBEE: Fo— U A—NEZBLLEEFCEHRELTROIEWEB

3. BHMEINEEZD . FS5ANY—, FAVI FA—I

A, AVE2—FOWMOF I RIET 7 L ZBIEOER, 7747+ —VOHR, avEa—

57 4 VA DE



ITESNHEELEREF LY 74 EH 65

b. MEMEDOE. | ElFlE, &

RUMZ, ZOLSRHAERRTHMMERBE L TEHEIRELZENSI LR, ZLDOAK
BRI LTHAS. UL, Mrc0BEKNRIEB%2EDOLS ICEEFT 320 TR, &
EENEBEHOELL, FENSERERETES, CFCETHEBREFVEERRTES
PREREBIEKGET A2 LI b, 223, TEROGER] © EHRo28RYE | 282
MICIRA B C &, AR TEEG, &4, T2 Ea— Y ORET 7 & 28R &0 BRI 54T
ABTH->Td, TOBRKZEZERIEBTEX 3 EFVEBEMTIRA L. EB 3 EL—2FA
DEEZM > THNIE, FIHZID RNAYT — FOBREN, YREEAZLENB LS 72
D, REDZLTHS. WETH, HEPHMANEZENTOI LV E2—SFIHATHE, 2D
ARBDBHHEID /82T — FEBBRETICH > T B ENIERSH 2. — BT, RIE
TR, ENNERENPEI DIEDOLST, 2a—FHRBS Y RTFLOBENVEELTLE -
TRADHRBNIBIL, Xy M- BREICEELZEZ, ERICKXEAELZEVLIC &b
%

41 FIAEID LEARE

HEEDOIVEL— I BBEOEBRA V7 — %y MNREOEBICLD, BHRABTRIEDLS I
L TEh, RBOBE-THLS,
RETOEREFIZ1960FERICTERDO—EDO¥F T, FORTRAN OXESZBE» SIEE -
tEWwAsb, 20ZAE, RBENHAIVEa—5%2y FUBETHERHT 3 HENFLTH
D, TAURAF%[ESFEE G BIZ FORTRAN OB EA2@HT 2 50Th -7, FOD
®, 19704EARICIE TSS MEH ML K L, BASIC A v 7 7Y 7 % f# - 7o 555 0 BT LER A3
HEEICH o7z, UL, N=VFNarvEa—FWERTEETE, I VvEL—FITT7EX
TEZ2ANHOHBBRONbDTHD, BHREF 2V F A BBHOEEILAERT I IS
Bipodc, R, BEHEEPHAHICHFE L ID 2, FEZID EHLT, HES0E4ED
BEAESEFE U TRAL T, MADID &S5 X0, TV —F AT E0L30E
CREGTHEI—F, L0HRHETH-k. Lh-T, 27— FRIFEZDERKICAS
INTW2HbDTH5S.

42 NZRT7—FEBEOREX

NRY—=FEZERTHEE, [HBCHIHBRBISZ ] [8XFEYULICT 2| [HEPDE
ZRED | BERLIET FNAZNH B, ZhoxEFhERYIREBDELIh, LT,
CITOOREED [HERE L [KEoRE Kol TAGEE] © ekl x5
I [RZ2T7 = Rtk LN BXFEF] BEL, aFhTO3EICEESLETH S, &
AR, REF—FR—FOF—EHO—ETH 5 [qazxdrt] & lasdfghjk] L EH/ R T —
MICRABEY R XFIIEZECZ S, EBITIE (SR - FE2HRILES L3 23EEH 2 Ao



66 B RS HIRERRE [T #8215 20044104

MENTNBD] B, BWOSAT— ROEBERENS T EITHB,

NRZT— ROMEAREAT S 7 F& LT [AntiCrack| BE&ZTH S ™. HA4TERL
Fe 27— FOBBEBBRERFRICTEXZ3OTHEMNTH S50, WARFOY A FTHEAINT
WBYRFLM TS 9y 7 ENEDIE, MO THME 2T -FZRSATEY, ZOV7T
FNTZ 59 78l Th, TONRRAT— KRRUTRELERBVABVI EKERTILE
MHh 5,

%%,széF'75y#yf-v—w&@ﬁm5v7bb;?fﬁ%ﬁzu%@ﬁ
[John the Ripper| #Z& Wb T3 # #2H THHEBELEIET Web B TE, Fvro—
FLTav 4 vdhiZRATE, 3EAED UNIX THET 5L, Windows b »
ZBmU Dk IBYT YT TEEEL-TI/ Sy r73NBE, 77y ¥ TIERT
23VEL—IWHEDPC TH->Td, §XFENLIIXTREDIZT—RNTH, L0k
HRTRLULTHRUTEEERVAR D, BHHEAARY — FOEEMER SN ZEBHO—D
TH5.

43 NAFX MY v XD

BT AR S BRFTICBOTETHAOPCADT 723 bu—bELT, A4 A b
Vw27 ZICEBRH R TFLEBALLZDIR, 200EOKFHENLSTHS P, ZDYV AT L
THRZ AV ID S &I ARAZEOREUS S — v OB AE T Ui 3 =2 — ¥ ¢ (minutia)
130031 FPOEEFITEHL, ThEBSMALTIRT—-—FELTRHALTHWEDTH 5.
S D, ROV ZTFLTIRIONA MEED/SZT — KA, H0EoES ksl &I
By, 75 9F I ORESKBRICH ELTWEDTH S, ZOHEER, X7 - FOHEIC
123 5 AREOEERAERELTOEN, NAF A MY v 7 ZAFHBICREOFEENFEET
5F CTHEHOSLEPBBENDTH 5.

KEOFEEHE~DT /A2y ba—ibE LTI, &HEBFRKEHN20005EK D S HEHGE
MY RTFLEBALTED @, BHTHREOET - BV XTLTERTRIC - F &fE
HAE Y ZFLERALTOHSE P, LhLl, ChoOHAFICEBT2EARFIHMEOHE L
TOFNHIBONTEY, I V2 —F YATFLANDT 7R bu—)bELUTE, KA
KETOBARFNEEHE LS P

F1, REOMILFRTER L TOAIERETEY 27 L0HELTE, Ry VIR TIHT
1998EM SO TNBEr —ANELTH S P, 22T, 3000AU LOEESAT =7
T COREBEOPFIIEBEIEE Y A7 L 2FA LTS, $, 2RTRBZEXTEDLTED,
WHBHTADEEBFERL TR EAF + VLT 5,

ChAMSDOEVRZADREBEE NS BEN»SE, IEEE © Spectrum IZHE#FI i X1 A4 2 b
Uy 2 ZAORENGRHTHS M, Z2ITHE, "MAA MY v 7 ZAOE YR ZEEH, 2003
FEFEIZ T 181,90005 Kb 520084 TIZiZ 6 (5L LD46B NV EBZ 5 L FPRL T 3.



ITESVEB L) T 1+ FE 67

TUT, NAA XM v 7 ZEROH T b IFHGEHHEE M 2R b SR U, HETE Y %
AT T & 20084 BEITIZ 160 FOVBIBLIC T 2 E FRL T 3,

PNAXAPMY 7 ABA TS VBBEANOT 7€ RV ba—AEBNRTH > 72W, 4
Ry b= 7TV r—y 3 v EOBBENEEREETH 2 @, EEAZGEE BRSO
FERT -V AT =Y av~OT77€ZX3 Y hu—liE, RELASZRT— FIZRESATNS.
Ry NI =TXICORFAY 7 M 2 THRMA —A THET 3DOICHHELTL 3,

4.4 BES{LHl

e+ 2V 7Bl & UTE, WAREEERL T 7 & 2 BIEEH « BABREBEN - 7 7
Yo+ — VB E, e b NZDRBERZDONESLERTH S, RZT—FT 74
KRS S NIRRT — FEREFELT, MHZEOREIINTH S, LidisT, TD/8Z
T=FT 7 ANVEREGETHIEN, 759vF 07V T7 by 70BN S,

—HREVIC, BESORERIBAEITHERLTH 3 ¥, FREAELERPEED SWEE
THRETH D, REEEAERHEDOL N L4 FERT 2BEETH 5.

N2Y — FORERTTRL, FIHBEDTF— 5 2BELLT 7 AV Th, FEZERT 7 ®R
»oDREEZBNE UTHESENSERTH S, KEOWEED A v AN—FKIFTHHET S
LOBWHMMTS, 17 —%y POERKRE ELFATHIL, A /3 —[o BRI 355 8
KRR TH B, AU N—DIAMIEAB LSBT -y 08bh 5 & &, BE{LE#izEH
5 ETHIENRIRTE B,

45 PGP EZBDEA

RERMATLO 1 FRAECHBLTCOS [EAV 7 by 2 7EE 1, 0] TE, 20014EEH
5 PGP EFHZEAL TS ™, PGP (Pretty Good Privacy) (Z1HFREIZIE L ¥Rk LT3
BSLY —VD—>ThHh ¥ *, REOFBFHME L TRIEFICERATHS ™. BEKNE
PGP EEHFE L LTI, 7 7 ZBIMR (FEBHIS0L TREITL T3 75 20EHhd 3)
KREIFEREE, V-V RTLOMEREEBERUANOERT I HEND 3.
KX DMFIBMA LR 7 ) P P RFEO—ATHB/MEMERLIZbDTHD, £L0
7IATHEMSNTOS, ZORZ YT MTRE, DIFLITIDDT 74 VA ¥E[HT 2713 TH
BMiCs 5 A2 B5IC PGP BAM A —V 1 & PGP BLELA -V 98EE 5 v ¥ LENHIC
LT, —HIEETE3,

1. 73 RFEDA—NVT KL A (SARTADA =T FLALEHLNDB)

2. REROFYA v -

3. REHOBA v -

77 ADZFERE, Heils S 2AOMEMEEM SRV A —VERRTZ ST, &
ADZELRZI0EO A —VOMFEARZDHRBED PGP BA4M A — NV THZ0IE, —FLTH



68 BT K RS ERPNAE [HRITE] #2015 20044E10H

., DED, PGP BAMHERTEX A vy E—INEYTHD, PGPELOBVA vtE—V
BBEEYENS &N S, EBIZPGPELZOEEAMA OZENEHSOMRKTHIETES
DELBBBICHBTEZS0T, COFERT 4+ VINEZOEFLLTRDTHITH 5.

. EHVIC

ITESNVOHBBEREFCEETHY, EREBFICHT 220 HFOREL. LA,
AEHSOBE T BRBRORBIIADET, 74 L) —RHEMERAEL, FREIEELDIZ
BT 32 &, RUTESTREL, EERKERAERET TR, FRORRUR, HEE
DY SNZRERFT BB, ERXY 7 by 2 7TEEHYE LB, TOFERATEHEREL,
HELAHAERTER, 480, JOXIUBHIMETZZENEENDH, TOLIUR
HOWEAABUT, MOFEBEALELSBENTERELLIBNETINETHS ).
Rz, BRLTWEL-7cERVA, BAEMERKERR I T LIS,

S

AWEOFETF — <3, MEEAEHRAERERO 1 FEREICH U THES W TV REMNH
ThH5, (BEAVIZ o 27EE I, 0] OE4ESERAOA-Y V7YX MIEEZBLT,
BEDX I KEREPBABRTELARE2EATVS, JIRBELUTEHEERRLZL. &K,
SRR OERELRE D S ED & 5 WEFHMMLBEIIZ R ZMICO0T, BOAHEBECSMULTTS -
fo, EHBBOETHR, LEHRCBECERHL VS, ik, BERFEIT 7 —0ORKEA
D42 PEME ¢+ VR e Xy T =2V —DBBEDOH~ICd, HiNRETRLY &EIH
AEHE, EOBRHHLTH A,

BE, AFEO—ERIL, FRIGEEEERZFHLRMATERICEL > TIT- 72,

SEXHE

[1] X4 BSERrB S Eams B, FERELR (2000,

[2] S.Baase (AXBHRAEHEF)  ITHEOEEME, TV 2T7ar—Yar, (2002).
[3] fEHMESS . BHNESSREM4A, http:/www.ipsj.or.jp/gaiyo/ipsjcode.html (1996).
(4] LA F 20X Gt RE ) B\EESOD 2 EHEE, REEE (2003). '
[5] FE: ey 7 SERAE =St FHE FReFa Y74 (2003) FrX.

(6] #rht, JEEESE%E b IR, HEEE (2003).

(7] &8 Rk, K¥ - PE SEsUE (2003).

[8] % : HHBEME =i - ihiE, BHlRe+raV 74 (2003 A

[9] #AM : B#MoBES, NTT HK (1990).

[10] {T#8 : IT %6y SE8UAE, ¥ X7 L4 /%8 1E#], Vol.45, No.9, pp.523-527 (200D).
[11] ICE  fSEOE T #EEL Y2 A, BEERFEHRRS (2003).



(12]

(13]
(14]
[15]
[16]
[17]
(18]
[19]
[20]
[21]
[22]

(23]

[24]

[25]
(26]

[27]
(28]
[29]
(30]
[31]
(32]
[33]
[34]
[35]

(36]
[37]

ITESLVEFLEHREF LY 71+ EH 69

ThinkQuest Japan : http:/www.thinkquest.gr.jp/library/, http:/www.thinkquest.org/libra-
ry/, (2004).

KH MR BEAZRLTROVIEB OO ? WEEERL (1998).

BH RGBT AEE, /NEE (2002).

Mk BeoFRl, Je3xH: (2001).

NH: 4, DELEREF VTR IA 0 (2009).

MR ER: THOFE] EBBEF2VF4XxTA LN, F4¥EY FEE (2004),

Kbk - RFHEEE, HERA, B#B, BHRC, BAXEMIM (2003).

WH, 78—FXY FBROA vy —% v b2 )74, BHEES 175 —85 (2003).
B, ¥/ 7 v 7 #IDOBAF, Programming Tools and Techniques 185 (1993).

anticrack, http:/web.cc.yamaguchi-u.ac.jp/crack.php3 (Feb. access 2004).

Daiji Sanai, 77 v ¥ v 71802 T — FRIROME, http:/itpro.nikkeibp.co.jp/NBY /Secu-
rityStadium/result2002/password.htm, (Mar. access, 2004).

HEH, "ZAT7—FRI5%->THEENS, HERy T —2€F2U5 1 Vol.2, HEBP#:, pp.
22-33 (2002).

ZB /HER - Urity, 7NV—=bF 7+ —RIZBD ‘RS2 T7— R &iF, ARy b T—2 &+
Y74 Vol.2, H# BP#L, pp.36-47 (2002).

{LEE < /MK« B2 REZEICB Y 2 BWME S VEEXRREOTE, HRITE, 5195 (2003).

EfE, BEREQLDDTNF AT 4 THEREOBEL DS LT - AHBTERE -, KEREE
&8, Vol.10, No.1 (2001). '

KEF, EREREEE “F7 a3 Y bo—)V” ITRERNIER, http:/www.necsoft.com/itsval-way/pdf/
03/03-edition-part02.pdf (2001).

LB PE 2F ) F A MR EBATRIE Y X7 L, HEOERALT + —F L&, ATRFEREE
W4, pp.74-T7 (2002).

C. Graziano, KEOANERTEREL [ Y X 7 4, http:/www.hotwowired.co.jp/
news/news/culture/story/20030811201.html (2003).

G. Weiss : Biometrics Boom, IEEE Spectrum, Mar, (2004).

Latest Tests of Biometrics Systems Shows Wide Range of Abilities, IEEE Spectrum online,
Web Only News, http:/www.spectrum.ieee.org/WEBONLY /wonews/jan04,/0104biom.html,
(Mar. access, 2004).

HANASA A MY 7 ZBHHES, A4 A MY 7 RFI OB, http:/www.biometrics.gr.jp/
JBAA/, (Mar. access, 2004).

A R I EREF 2V T4 XEOME, =i - MR, BEEF LY 71 (2003) FRIL
BT R EREBEEL - AV 7 by 2 7EEFF X F20034EER (2003).

S. Garfikel (IUAER) ( PGPEB X — IV EBTEL, A514 U —V »s3, (1996).

ITJ Bk 5erT ©: BAD AR PGP & —4~R— Y, http:/pgp.iijlab.net/ (Feb. access 2004).
RRLERZSEHHHEBEREBELE a2 -2 V575, BRE (2001).



70 BATE KRR AR [ERITE] 215 20044£10H

{18 PGP/MIME ft—EX—ILEEFERA7UT b

#!1/bin/sh

S —_——— —
# PGP/MIME HHIRICETWI—EXA—ILEE (PP ERBEENRM) R7UTH

#

# Copyright (C) 2000, Takashi KOBAYASHI

# $Id: pgp-jisshu.sh,v 1.2 2001/12/12 01:48:09 kobayasi Exp $

# &k 118 TELIE
I
clear

echo ""

echo " e - -—="
echo " —¥EX— LS (peP BRBERM RVUTH "
echo ""

echo " ZODAIYTZRNIEFETIODT, 10901 DERTEYA—IL% "
echo " REULXY. ZEETIL. !

echo ""

echo ’ $Revision: 1.2 §’

echo " Copyright (C) 2000, Takashi KOBAYASHI "
echo "---- oo "
echo ""

# ________________________________________________________________________

# BERRES

B e e

#

# BREERTIAYE—IRT 1 OERK

# 7bit {L+FTER<CR><LF>{L

#

makebody () {

sed ’s/
$//g’ ${REALARG} > ${SEDWORKFILE}

(echo ’Content-type: Text/Plain; charset=iso-2022-jp’; echo
'Content-Transfer-Encoding: 7bit’; echo ’’; cat ${SEDWORKFILE}) | ${NKFCOMMAND}
}
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# BWELEXYE—IRT 1 DR
# 7bit {E+1TR<CR><LF>{b
#
makefake () {
sed ’s/
$//g’ ${FAKEARG} > ${SEDFAKEFILE}
(echo ’Content-type: Text/Plain; charset=iso-2022-jp’; echo
’Content-Transfer-Encoding: 7bit’; echo ’’; cat ${SEDFAKEFILE}) | ${NKFCOMMAND}
}

#
# Ayt—INyT—DER
# YIWFIX—BMD boundary HRE
#
makeheader () {
echo "Subject: <<SUBJECT>>"
echo "X-Mailer: Auto-signature script V0.90"
echo "Mime-Version: 1.0"
echo ’Content-Type: Multipart/Signed; protocol="application/pgp-signature";’
echo ’ micalg="pgp-shal”;’
echo " boundary=\"--Security_Multipart (${DATE})--\""

#
# FBRER
#

signmessage () {
pgps —-q -ba +language=en +batchmode=off -o ${SIGNEDFILE} ${WORKFILE}

if [ "g?" 1= wo" ]
then
echo BFERDEMICEBUELE.
exit 1
fi
}
#
# AyE—IRT < DHID boundary EA
#
bodyseparator () {
echo ""
echo "----Security_Multipart (${DATE})--"

# (echo "Content-type: Text/Plain; charset=iso-2022-jp"; \
# echo "Content-Transfer-Endocing: 7bit"; \
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# echo "") | ${NKFCOMMAND}
}
#
# ZERODBI® boundary A
#
signseparator (O {
echo nn
echo "----Security_Multipart(${DATE})--"

echo "Content-Type: application/pgp-signature"
echo "Content-Transfer-Encoding: 7bit"

echo ""
}
#
# R#EOD boundary HEA
# TROD "--" BBV EIITER
#
tailseparator () {
echo ""
echo "----Security_Multipart(${DATE})----"
}
#
# VYIFLNSyTEE
# EEITPINETARTHEE
#
cleanup () {
echo ""

echo "*kkskkk FHHEULET kkkkk"

20044£10H

rm -f ${WORKFILE} ${SIGNEDFILE} ${FAKEFILE} ${MESSAGEFILE} ${FAKEMESFILE}

${SEDWORKFILE} ${SEDFAKEFILE}

echo ""

exit 1
}
#
# ANVTAyE—I
+ FIAAEZERR
#
USAGE O {

prog="‘basename $0°
echo no
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echo "FIFEE:"
echo nn
echo " ${prog} [-1 members] [-s subject]"

echo ""
echo " -1 members: REBFYANZ7IILBDIBE"
echo " -s subject: Subject: Zs—JLKODIEE"
echo " (1A RXFDH) "
echo ""
}
#__ e o s e e e o e e . e . o e S e e e i e o o S e e o e o e

# PGP/MIME HRRICEDOW-HBIEBLFHAIYTHA

umask 0077
MESSAGEFILE=/tmp/pgp-mess.$$
FAKEMESFILE=/tmp/pgp-fmes.$$
SIGNEDFILE=/tmp/pgp-sign.$$
WORKFILE=/tmp/pgp-work. $$
FAKEFILE=/tmp/pgp-fake.$$
SEDWORKFILE=/tmp/pgp-sedwork. $$
SEDFAKEFILE=/tmp/pgp-sedfake . $$
RARG=

FARG=

SARG=

LARG=

#
NKFCOMMAND="/usr/local/bin/nkf -j -c"
DATE=‘date +/Y/m),d4H/M%S ¢

#

trap cleanup 1 2 9 15

#

MES=‘echo -n echo®

case ${MES} in

-n*) preecho=""; postecho="\c" ;;
*) preecho="-n"; postecho="" ;;
esac

#

set —- ‘getopt f:s:1l:h $x°
if [ $7 t=01]
then

USAGE
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exit 2

fi

for i in $*

do

case $i in

-s) SARG=$2; shift 2;;
-1) LARG=$2; shift 2;;
-h) TUSAGE; exit 1;;
--) shift; break;;

done

nofile=1
while [ ${nofile} =1 1;
do
echo ${preecho} "FYDT7 71 ILHEAALTTFETW
read RARG -
if [ ! -f ${RARG} ]; then
echo "7 74V ${RARG} DEFELELXEA. "
nofile=1
elif [ -d ${RARG} ]; then
echo "F« L7 Y ${RARG} HFELXT. "
nofile=1
else
nofile=0
fi
done
REALARG=${RARG}

nofile=1
while [ ${nofile} = 1 I;
do
echo ${preecho} "EBYDT 7 INBAZEAALTTFEIW
read FARG
if [ ! -f ${FARG} ]; then
echo "7 741JL ${FARG} D\EFEELEEA. "
nofile=1
elif [ -d ${FARG} ]; then
echo "F1 L7 kYU ${FARG} HEFEELZXT. "
nofile=1
else
nofile=0
fi

: ${postechol}"

: ${postechol}"

20044F10H
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done
FAKEARG=${FARG}

if [ x"${SARG}" = x"" ]; then
echo ${preecho} "Subject:
read ans
case ${ans} in
[Yy]l [Eel[Ss]) nosubj=0;;

DETINEBLWTID? (y or n) ${postecho}"

echo ${preecho} "Subject: ICIBETIXFIIZAALTLEZW: ${postecho}"

[Yyl) nosubj=0;;
[Nn] {Col) nosubj=1;;
[Nnl) nosubj=1;;
*) nosubj=1;;
esac
vhile [ ${nosubj} =1 ]1;
do

read SARG

if [ x"${SARG}" !'= x"" ]; then
nosubj=0

fi
done

fi

if [ x"${LARG}" = x"" ]; then
nolist=1
while [ ${nolist} =1 ];
do

echo ${preecho} "AVN—=YUARIT7AILEAAULTLREEW: ${postecho}"

read LARG
if [ ! -f ${LARG} ]; then

echo "7 7ML $LARG DEEULEEA.

nolist=1
elif [ -d ${LARG} ]; then

echo "F«4 LY MY $LARG DEELET, v

nolist=1
else

nolist=0
fi

done
fi

#
makebody > ${WORKFILE}
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makefake > ${FAKEFILE}

signmessage

#

#

# NVTOER

# ABhEhic Subject: ICEZEMRIET.

makeheader | sed ’s/<<SUBJECT>>/’"${SARG}"’/’ > ${MESSAGEFILE}
makeheader | sed ’s/<<SUBJECT>>/’"${SARG}"’/’ > ${FAKEMESFILE}

bodyseparator >> ${MESSAGEFILE}
bodyseparator >> ${FAKEMESFILE}

#

#

# AZEEM

cat ${WORKFILE} >> ${MESSAGEFILE}
cat ${FAKEFILE} >> ${FAKEMESFILE}

#

#

# BRORMICEHATS
signseparator >> ${MESSAGEFILE}
signseparator >> ${FAKEMESFILE}

#

#

# BYERZEMT S

cat ${SIGNEDFILE} >> ${MESSAGEFILE}
cat ${SIGNEDFILE} >> ${FAKEMESFILE}

#

#

# AytE—IDORRICHEAZNhZITIVI—
tailseparator >> ${MESSAGEFILE}
tailseparator >> ${FAKEMESFILE}

#
# XA—J)VEZE[E (sendnail ZEEEEH)

echo nn

echo "HEEINEEN 7P ERBEDOYAMETICEBLET, "

echo " XAVIS—URk: ${LARG} (" ‘egrep -v ’("$|°#)’ ${LARG} | wc -1 lawk ’{print
$1}:¢ n& »

echo (IR}
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count=0
number=0
for receipt in ‘egrep -v ’("$|°#)’ ${LARG}‘;
do
notfake=‘/usr/local/bin/perl -e ’print int(rand(10));’°
while [ "‘expr ${number} \< 10‘" = "i" ];
do
if [ "${number}" = "${notfake}" ]
then
cat ${MESSAGEFILE} | /usr/lib/sendmail ${receipt}
else

cat ${FAKEMESFILE} | /usr/lib/sendmail ${receipt}
fi
number="‘expr ${number} + 1°
done
count=‘expr ${count} + 1°
number=0
done
echo ${count}BRICEFLEL.
rm -f ${WORKFILE} ${SIGNEDFILE} ${FAKEFILE} ${MESSAGEFILE} ${FAKEMESFILE}
${SEDWORKFILE} ${SEDFAKEFILE}
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